
 

 

General Data Protection Regulation Addendum 

This General Data Protection Regulation Addendum (“DPA”) forms part of the Terms of Service by and 
between Gateshare LLC (“Chatlio”) and _________________ (“Customer”). The parties have entered 
into this DPA as of ____________________ under which Chatlio will process certain personal data 
provided or made available by Customer, or collected or otherwise obtained by Chatlio, in the course 
of providing Services to Customer pursuant to the Terms of Service. The parties intend this DPA to be 
an extension of the Terms of Service that will outline certain requirements for the processing of such 
personal data, and the Terms of Service as extended by the DPA shall be referred to as the Services 
Agreement.  

1. Definitions. 

a. "Data Protection Legislation" means all applicable laws relating to privacy and the 
processing of personal data that may exist in any relevant jurisdiction, including, 
where applicable, the guidance and codes of practice issued by the supervisory 
authorities.  Data Protection Legislation includes, but is not limited to, European 
Directives 95/46/EC and 2002/58/EC (as amended by Directive 2009/136/EC) and 
any legislation and/or regulation implementing or made pursuant to them, or which 
amends, replaces, re-enacts or consolidates any of them (including the General Data 
Protection Regulation (Regulation (EU) 2016/279)).  

b. "Good Industry Practice" means, in relation to any activity and under any 
circumstance, exercising the same skill, expertise and judgement and using facilities 
and resources of a similar or superior quality as would be expected from a person 
who:(a) is skilled and experienced in providing the services in question, seeking in 
good faith to comply with his contractual obligations and seeking to avoid liability 
arising under any duty of care that might reasonably apply;(b) takes all proper and 
reasonable care and is diligent in performing his obligations; and (c) complies with all 
applicable legislation and any applicable industry standards including any recognized 
industry quality standards and applicable law.  

c. "data controller", "data processor", “subprocessor”, "data subject", "personal data", 
"processing", and "appropriate technical and organizational measures" shall be 
interpreted in accordance with Directive 95/46/EC, or other applicable Data Protection 
Legislation, in the relevant jurisdiction. 

d. “standard contractual clauses” shall mean the model controller-to-processor contract 
for the transfer of personal data to third countries issued by the European 
Commission on the basis of Article 26(4) of Directive 95/46/EC pursuant to Decision 
2010/87/EU. 

2. Scope. The parties agree that, as between the parties, Customer is a data controller and that 
Chatlio is a processor in relation to personal data that Chatlio processes on behalf of Customer 
in the course of providing the services under the Services Agreement (the “Services”). The 
subject-matter of the data processing, the types of personal data processed, and the 
categories of data subjects to carry out the Services are described in Annex 1. The processing 
will be carried out until the date Chatlio ceases to provide the Services to Customer.   

3. Data Protection. In respect of personal data processed in the course of providing the 
Services, Chatlio shall adhere to the following requirements: 

a. Chatlio will process the personal data only in accordance with the written instructions 
from Customer as set forth in the Services Agreement and only in compliance with 
Data Protection Legislation. The nature and purposes of the processing shall be 
limited to that necessary to carry out such instructions, and not for any other 
purposes except as required by law. If Chatlio is required by law to process the 
personal data for any other purpose, Chatlio will inform Customer of such 
requirement prior to the processing unless prohibited by law from doing so. 

b. Chatlio will process the personal data only to the extent, and in such manner, as is 
necessary for the provision of the Services. Chatlio may only correct, delete or block 



 

 

the personal data processed on behalf of Customer as and when instructed to do so 
by Customer. 

c. Chatlio will implement and maintain appropriate technical and organizational 
measures to protect the personal data against unauthorized or unlawful processing 
and against accidental loss, destruction, damage, theft, alteration or disclosure. 
These measures shall take into account the state of the art, the costs of 
implementation, and the nature, scope, context, and purposes of processing as well 
as the risk of varying likelihood and severity for the rights and freedoms of natural 
persons. The measures shall be appropriate to the harm which might result from any 
unauthorized or unlawful processing, accidental loss, destruction, damage or theft of 
the personal data and having regard to the nature of the personal data which is to be 
protected and as a minimum shall be in accordance with the Data Protection 
Legislation and Good Industry Practice. Such measures shall include, as appropriate: 

i. the pseudonymisation and encryption of personal data;  

ii. the ability to ensure the ongoing confidentiality, integrity, availability and 
resilience of processing systems and services;  

iii. the ability to restore the availability and access to personal data in a timely 
manner in the event of a physical or technical incident;  

iv. a process for regularly testing, assessing and evaluating the effectiveness of 
technical and organizational measures for ensuring the security of the 
processing.  

d. Chatlio will not give access to or transfer any personal data to any third party 
(including any affiliates, group companies or sub-contractors) without the prior 
written consent of Customer. Chatlio will ensure the reliability and competence of 
each such third party, its employees or agents who may have access to the personal 
data processed in the provision of the Services, and will include in any contract with 
such third party provisions in favor of Customer which are equivalent to those in this 
DPA and the Services Agreement and as are required by applicable Data Protection 
Legislation. For the avoidance of doubt, where a third party fails to fulfil its 
obligations under any sub-processing agreement or any applicable Data Protection 
Legislation, Chatlio will remain fully liable to Customer for the fulfilment of its 
obligations under this DPA and the Services Agreement. A current list of 
subprocessors can be found at https://chatlio.com/legal/chatlio-subprocessors/ and is 
attached in Exhibit 2, and Customer authorizes Chatlio to use any such subcontractor 
to process personal data unless Customer objects within 10 days of such list, or any 
updates to the list, being made available to Customer. Customer may receive 
notifications of new subprocessor(s) by emailing dpa@chatlio.com with the subject 
“Subscribe”, and if Customer contact subscribes, Chatlio shall provide the subscriber 
with the notification of new subprocessor(s) before authorizing such new 
subprocessor(s) to Process Personal Data in connection with the provision of the 
applicable Services. Any such objection must be based on reasonable grounds that 
any such subcontractor is unable to adequately protect the personal data in 
accordance with the Services Agreement. If such objection is justified, Customer and 
Chatlio will work together to find a mutually acceptable resolution to such objection, 
and if unsuccessful, Customer’s sole remedy is termination of the Services under the 
terms of the Services Agreement. 

e. Chatlio will take reasonable steps to ensure the reliability and competence of any 
Chatlio personnel who have access to the personal data. Chatlio will ensure that all 
Chatlio personnel required to access the personal data are informed of the 
confidential nature of the personal data and comply with the obligations set out in 
this DPA.  

f. Chatlio will take all reasonable steps to assist Customer in meeting Customer’s 
obligations under applicable Data Protection Legislation, including Customer’s 
obligations to respond to requests by data subjects to exercise their rights with 



 

 

respect to personal data, adhere to data security obligations, respond to data 
breaches and other incidents involving personal data, conduct data protection impact 
assessments, and consult with supervisory authorities. Chatlio will promptly inform 
Customer in writing if it receives: (i) a request from a data subject concerning any 
personal data; or (ii) a complaint, communication, or request relating to Customer’s 
obligations under Data Protection Legislation.    

g. Chatlio will not retain any of the personal data for longer than is necessary to provide 
the Services.  At the end of the Services, or upon Customer's request, Chatlio will 
securely destroy or return (at Customer’s election) the personal data to Customer. 

h. With regard to personal data related to data subjects located in the European 
Economic Area, Chatlio will not process such personal data in a location outside the 
European Economic Area, except:  

i. with the prior written consent of Customer and on the documented instructions 
of Customer; 

ii. by taking such steps as may reasonably be required by Customer on an 
ongoing basis to ensure there is adequate protection for such personal data in 
accordance with applicable Data Protection Legislation; and  

iii. pursuant to either:  

1. the EU-US Privacy Shield, provided that Chatlio maintains its 
certification under the EU-US Privacy Shield and notifies Customer in 
the event it reasonably believes it will no longer be able to maintain its 
certification; or 

2. the standard contractual clauses (attached here as Exhibit 1). 

i. Chatlio will allow Customer and its respective auditors or authorized agents to 
conduct audits and inspections during the term of the Services Agreement, which 
shall include providing access to the premises, resources and personnel used by 
Chatlio in connection with the provision of the Services, and provide all reasonable 
assistance in order to assist Customer in exercising its audit rights under this 
paragraph. The purposes of an audit pursuant to this paragraph include to verify that 
Chatlio is processing personal data in accordance with its obligations under this DPA, 
the Services Agreement, and applicable Data Protection Legislation. 

j. If Chatlio becomes aware of any accidental, unauthorized or unlawful destruction, 
loss, alteration, or disclosure of, or access to the personal data that is processed by 
Chatlio in the course of providing the Services under the Services Agreement (a 
"Security Breach"), Chatlio shall: 

i. promptly and without undue delay notify Customer and provide Customer 
with: a detailed description of the Security Breach; the type of data that was 
the subject of the Security Breach; the identity of each affected person, and 
the steps Chatlio takes in order to mitigate and remediate such Security 
Breach, in each case as soon as such information can be collected or otherwise 
becomes available (as well as periodic updates to this information and any 
other information Customer may reasonably request relating to the Security 
Breach);  

ii. take action promptly, at its own expense, to investigate the Security Breach 
and to identify, prevent and mitigate the effects of the Security Breach and, 
with the prior written approval of Customer, to carry out any recovery or other 
action necessary to remedy the Security Breach; and 

iii. not release or publish any filing, communication, notice, press release, or 
report concerning the Security Breach without Customer's prior written 
approval (except where it is required to do so by law). 

k. If the European Commission lays down, or an applicable supervisory authority adopts, 
standard contractual clauses for the matters referred to in Article 28(3) and Article 



 

 

28(4) of the General Data Protection Regulation pursuant to Article 28(7) or Article 
28(8) of the General Data Protection Regulation (as appropriate) and Customer 
notifies Chatlio that it wishes to incorporate any element of any such standard 
contractual clauses into this Schedule, Chatlio shall agree to changes as required by 
Customer in order to incorporate such elements in writing.  

l. Chatlio shall comply at all times with, and assist Customer in complying with its 
applicable obligations under, Data Protection Legislation. Chatlio shall provide any 
information requested by Customer to demonstrate compliance with the obligations 
set out in this DPA. Chatlio shall not perform its obligations under the Services 
Agreement or this DPA in such a way as to cause Customer to breach any of its 
obligations under applicable Data Protection Legislation.  

m. Chatlio will notify Customer immediately if, in Chatlio's opinion, an instruction for the 
processing of personal data given by Customer infringes applicable Data Protection 
Legislation. 

IN WITNESS WHEREOF, the parties hereto have executed this DPA as of the date first above 
written. 

 

Gateshare LLC  

By:  By:__________________________ 

Print Name: John Eberly Print Name: _____________________________ 

Title: President Title:_________________________ 

Date: _____________________________ Date: ________________________ 

 



 

 

Annex 1 

 

1. The subject-matter of the processing is providing the Services as described in the Services 
Agreement. 

2. The duration of the processing is the Term of the Services Agreement, unless the parties otherwise 
agree in writing. 

3. The nature and purposes of the processing are defined in the Services Agreement and include the 
processing of personal data of Customer and Customer’s website visitors to facilitate provision of 
the Services by Chatlio. 

4. The categories of data subjects are Customer’s representatives and end users including visitors to 
Customer’s websites, contractors, employees, and other customers of Customer. 

5. The categories of personal data are contact information such as email address, documents and 
other data in electronic form provided in the context of the Services. 

 

  



 

 

 

Exhibit 1 

Standard Contractual Clauses for Processors 
 

For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors established in third 
countries which do not ensure an adequate level of data protection 

Name of the data exporting organisation: .....................................................................................................................................  

Address:   ...................................................................................................................................................................... 

Tel.:   ............................................................ ; fax:............................................. ; e-mail:   .............................................  

Other information needed to identify the organisation: 

…………………………………………………………… 
(the data exporter) 

And 

Name of the data importing organisation: Gateshare LLC dba Chatlio ...................................  

Address: 1329 N 47th ST #31231, Seattle WA 98103 USA .....................................................  

Tel.: (206) 438-3846........................................... ; fax: ............................................ ; e-mail: privacy@chatlio.com.............  

Other information needed to identify the organisation: 

………………………………………………………………… 
(the data importer) 

each a “party”; together “the parties”, 
HAVE AGREED on the following Contractual Clauses (the Clauses) in order to adduce adequate safeguards with respect to the 
protection of privacy and fundamental rights and freedoms of individuals for the transfer by the data exporter to the data 
importer of the personal data specified in Appendix 1. 



 

 

Clause 1  

Definitions 

For the purposes of the Clauses: 

(a) 'personal data', 'special categories of data', 'process/processing', 'controller', 'processor', 'data subject' and 
'supervisory authority' shall have the same meaning as in Directive 95/46/EC of the European Parliament and of the 
Council of 24 October 1995 on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data1; 

(b) 'the data exporter' means the controller who transfers the personal data; 

(c) 'the data importer' means the processor who agrees to receive from the data exporter personal data intended for 
processing on his behalf after the transfer in accordance with his instructions and the terms of the Clauses and who is not 
subject to a third country's system ensuring adequate protection within the meaning of Article 25(1) of 
Directive 95/46/EC; 

(d) 'the subprocessor' means any processor engaged by the data importer or by any other subprocessor of the data 
importer who agrees to receive from the data importer or from any other subprocessor of the data importer personal 
data exclusively intended for processing activities to be carried out on behalf of the data exporter after the transfer 
in accordance with his instructions, the terms of the Clauses and the terms of the written subcontract; 

(e) 'the applicable data protection law' means the legislation protecting the fundamental rights and freedoms of individuals 
and, in particular, their right to privacy with respect to the processing of personal data applicable to a data controller 
in the Member State in which the data exporter is established; 

(f) 'technical and organisational security measures' means those measures aimed at protecting personal data against 
accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, in particular where the 
processing involves the transmission of data over a network, and against all other unlawful forms of processing. 

Clause 2 

Details of the transfer 

The details of the transfer and in particular the special categories of personal data where applicable are specified in Appendix 1 which 
forms an integral part of the Clauses. 

Clause 3 

Third-party beneficiary clause 

1. The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) to (j), 
Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party beneficiary.  

2. The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, Clause 
8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or has ceased to exist in law unless 
any successor entity has assumed the entire legal obligations of the data exporter by contract or by operation of law, as a 
result of which it takes on the rights and obligations of the data exporter, in which case the data subject can enforce them 
against such entity.  

3. The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, Clause 
8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer have factually disappeared or 
ceased to exist in law or have become insolvent, unless any successor entity has assumed the entire legal obligations of 
the data exporter by contract or by operation of law as a result of which it takes on the rights and obligations of the data 

                                                
1 Parties may reproduce definitions and meanings contained in Directive 95/46/EC within this Clause if they 

considered it better for the contract to stand alone. 



 

 

exporter, in which case the data subject can enforce them against such entity. Such third-party liability of the 
subprocessor shall be limited to its own processing operations under the Clauses.  

4. The parties do not object to a data subject being represented by an association or other body if the data subject so 
expressly wishes and if permitted by national law.  

Clause 4 

Obligations of the data exporter 

The data exporter agrees and warrants:  

(a) that the processing, including the transfer itself, of the personal data has been and will continue to be carried out in 
accordance with the relevant provisions of the applicable data protection law (and, where applicable, has been notified 
to the relevant authorities of the Member State where the data exporter is established) and does not violate the 
relevant provisions of that State; 

(b) that it has instructed and throughout the duration of the personal data processing services will instruct the data 
importer to process the personal data transferred only on the data exporter's behalf and in accordance with the 
applicable data protection law and the Clauses; 

(c) that the data importer will provide sufficient guarantees in respect of the technical and organisational security 
measures specified in Appendix 2 to this contract; 

(d) that after assessment of the requirements of the applicable data protection law, the security measures are appropriate 
to protect personal data against accidental or unlawful destruction or accidental loss, alteration, unauthorised 
disclosure or access, in particular where the processing involves the transmission of data over a network, and against all 
other unlawful forms of processing, and that these measures ensure a level of security appropriate to the risks presented 
by the processing and the nature of the data to be protected having regard to the state of the art and the cost of their 
implementation; 

(e) that it will ensure compliance with the security measures; 

(f) that, if the transfer involves special categories of data, the data subject has been informed or will be informed before, or 
as soon as possible after, the transfer that its data could be transmitted to a third country not providing adequate 
protection within the meaning of Directive 95/46/EC; 

(g) to forward any notification received from the data importer or any subprocessor pursuant to Clause 5(b) and Clause 
8(3) to the data protection supervisory authority if the data exporter decides to continue the transfer or to lift the 
suspension; 

(h) to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix 2, and a 
summary description of the security measures, as well as a copy of any contract for subprocessing services which has 
to be made in accordance with the Clauses, unless the Clauses or the contract contain commercial information, in 
which case it may remove such commercial information; 

(i) that, in the event of subprocessing, the processing activity is carried out in accordance with Clause 11 by a 
subprocessor providing at least the same level of protection for the personal data and the rights of data subject as 
the data importer under the Clauses; and 

(j) that it will ensure compliance with Clause 4(a) to (i). 

Clause 5 

Obligations of the data importer2 

The data importer agrees and warrants: 

                                                
2 Mandatory requirements of the national legislation applicable to the data importer which do not go beyond what 

is necessary in a democratic society on the basis of one of the interests listed in Article 13(1) of Directive 
95/46/EC, that is, if they constitute a necessary measure to safeguard national security, defence, public security, 



 

 

(a) to process the personal data only on behalf of the data exporter and in compliance with its instructions and the Clauses; 
if it cannot provide such compliance for whatever reasons, it agrees to inform promptly the data exporter of its 
inability to comply, in which case the data exporter is entitled to suspend the transfer of data and/or terminate the 
contract; 

(b) that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions received 
from the data exporter and its obligations under the contract and that in the event of a change in this legislation which 
is likely to have a substantial adverse effect on the warranties and obligations provided by the Clauses, it will promptly 
notify the change to the data exporter as soon as it is aware, in which case the data exporter is entitled to suspend the 
transfer of data and/or terminate the contract; 

(c) that it has implemented the technical and organisational security measures specified in Appendix 2 before processing 
the personal data transferred; 

(d) that it will promptly notify the data exporter about: 

(i) any legally binding request for disclosure of the personal data by a law enforcement authority unless 
otherwise prohibited, such as a prohibition under criminal law to preserve the confidentiality of a law 
enforcement investigation, 

(ii) any accidental or unauthorised access, and 

(iii) any request received directly from the data subjects without responding to that request, unless it has been 
otherwise authorised to do so; 

(e) to deal promptly and properly with all inquiries from the data exporter relating to its processing of the personal data 
subject to the transfer and to abide by the advice of the supervisory authority with regard to the processing of the data 
transferred; 

(f) at the request of the data exporter to submit its data processing facilities for audit of the processing activities covered 
by the Clauses which shall be carried out by the data exporter or an inspection body composed of independent members 
and in possession of the required professional qualifications bound by a duty of confidentiality, selected by the data 
exporter, where applicable, in agreement with the supervisory authority; 

(g) to make available to the data subject upon request a copy of the Clauses, or any existing contract for subprocessing, 
unless the Clauses or contract contain commercial information, in which case it may remove such commercial 
information, with the exception of Appendix 2 which shall be replaced by a summary description of the security 
measures in those cases where the data subject is unable to obtain a copy from the data exporter; 

(h) that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written consent; 

(i) that the processing services by the subprocessor will be carried out in accordance with Clause 11; 

(j) to send promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter. 

Clause 6 

Liability 

1. The parties agree that any data subject, who has suffered damage as a result of any breach of the obligations referred to 
in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive compensation from the data exporter 
for the damage suffered. 

2. If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the data exporter, 
arising out of a breach by the data importer or his subprocessor of any of their obligations referred to in Clause 3 or in 

                                                
the prevention, investigation, detection and prosecution of criminal offences or of breaches of ethics for the 
regulated professions, an important economic or financial interest of the State or the protection of the data subject 
or the rights and freedoms of others, are not in contradiction with the standard contractual clauses. Some examples 
of such mandatory requirements which do not go beyond what is necessary in a democratic society are, inter alia, 
internationally recognised sanctions, tax-reporting requirements or anti-money-laundering reporting 
requirements. 



 

 

Clause 11, because the data exporter has factually disappeared or ceased to exist in law or has become insolvent, the 
data importer agrees that the data subject may issue a claim against the data importer as if it were the data exporter, 
unless any successor entity has assumed the entire legal obligations of the data exporter by contract of by operation of 
law, in which case the data subject can enforce its rights against such entity. 

The data importer may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities. 

3. If a data subject is not able to bring a claim against the data exporter or the data importer referred to in paragraphs 1 
and 2, arising out of a breach by the subprocessor of any of their obligations referred to in Clause 3 or in Clause 11 
because both the data exporter and the data importer have factually disappeared or ceased to exist in law or have 
become insolvent, the subprocessor agrees that the data subject may issue a claim against the data subprocessor with 
regard to its own processing operations under the Clauses as if it were the data exporter or the data importer, unless 
any successor entity has assumed the entire legal obligations of the data exporter or data importer by contract or by 
operation of law, in which case the data subject can enforce its rights against such entity. The liability of the subprocessor 
shall be limited to its own processing operations under the Clauses. 

Clause 7 

Mediation and jurisdiction 

1. The data importer agrees that if the data subject invokes against it third-party beneficiary rights and/or claims 
compensation for damages under the Clauses, the data importer will accept the decision of the data subject: 

(a) to refer the dispute to mediation, by an independent person or, where applicable, by the supervisory 
authority; 

(b) to refer the dispute to the courts in the Member State in which the data exporter is established. 

2. The parties agree that the choice made by the data subject will not prejudice its substantive or procedural rights to seek 
remedies in accordance with other provisions of national or international law. 

Clause 8 

Cooperation with supervisory authorities 

1. The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so requests or if such 
deposit is required under the applicable data protection law. 

2. The parties agree that the supervisory authority has the right to conduct an audit of the data importer, and of any 
subprocessor, which has the same scope and is subject to the same conditions as would apply to an audit of the data 
exporter under the applicable data protection law. 

3. The data importer shall promptly inform the data exporter about the existence of legislation applicable to it or any 
subprocessor preventing the conduct of an audit of the data importer, or any subprocessor, pursuant to paragraph 2. 
In such a case the data exporter shall be entitled to take the measures foreseen in Clause 5 (b). 

Clause 9 

Governing Law 

The Clauses shall be governed by the law of the Member State in which the data exporter is established. 

Clause 10 

Variation of the contract 

The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses on business 
related issues where required as long as they do not contradict the Clause. 



 

 

Clause 11 

Subprocessing 

1. The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter 
under the Clauses without the prior written consent of the data exporter. Where the data importer subcontracts its 
obligations under the Clauses, with the consent of the data exporter, it shall do so only by way of a written agreement 
with the subprocessor which imposes the same obligations on the subprocessor as are imposed on the data importer 
under the Clauses3. Where the subprocessor fails to fulfil its data protection obligations under such written agreement 
the data importer shall remain fully liable to the data exporter for the performance of the subprocessor's obligations 
under such agreement.  

2. The prior written contract between the data importer and the subprocessor shall also provide for a third-party 
beneficiary clause as laid down in Clause 3 for cases where the data subject is not able to bring the claim for 
compensation referred to in paragraph 1 of Clause 6 against the data exporter or the data importer because they 
have factually disappeared or have ceased to exist in law or have become insolvent and no successor entity has 
assumed the entire legal obligations of the data exporter or data importer by contract or by operation of law. Such third-
party liability of the subprocessor shall be limited to its own processing operations under the Clauses. 

3. The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall be 
governed by the law of the Member State in which the data exporter is established. 

4. The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the data 
importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be available to the data 
exporter's data protection supervisory authority.  

Clause 12 

Obligation after the termination of personal data processing services 

1. The parties agree that on the termination of the provision of data processing services, the data importer and the 
subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the copies thereof 
to the data exporter or shall destroy all the personal data and certify to the data exporter that it has done so, unless 
legislation imposed upon the data importer prevents it from returning or destroying all or part of the personal data 
transferred. In that case, the data importer warrants that it will guarantee the confidentiality of the personal data 
transferred and will not actively process the personal data transferred anymore. 

2. The data importer and the subprocessor warrant that upon request of the data exporter and/or of the supervisory 
authority, it will submit its data processing facilities for an audit of the measures referred to in paragraph 1. 

 
 
On behalf of the data exporter: 
Name (written out in full):  
 
Position:  
 
Address:  
 
 
Other information necessary in order for the contract to be binding (if any):  

Signature………………………………………………………………………………………….. 

 (stamp of organisation) 

 

                                                
3 This requirement may be satisfied by the subprocessor co-signing the contract entered into between the data 

exporter and the data importer under this Decision. 



 

 

 
 
On behalf of the data importer: 
Name (written out in full): John Eberly 
Position: President 
Address: Gateshare LLC dba Chatlio, 1329 N 47th ST #31231 
Other information necessary in order for the contract to be binding (if any): None 

Signature  

 (stamp of organisation) 



 

 

APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES 

This Appendix forms part of the Clauses and must be completed and signed by the parties. 
The Member States may complete or specify, according to their national procedures, any additional necessary information to 
be contained in this Appendix. 
 
Data exporter 
The data exporter is (please specify briefly your activities relevant to the transfer): consuming Services provided by Chatlio. These 
services may include the processing of personal data by data importer.  Details are specified in the Agreement and contracts or 
purchase orders for the Services which reference the Agreement.  
 
Data importer 
The data importer is (please specify briefly activities relevant to the transfer):  providing services and support or fulfilling 
contractual obligations towards data exporter as described in the Services Agreement. These services may include the processing 
of personal data by data importer. 
 
Data subjects 
The personal data transferred concern the following categories of data subjects (please specify): 
 
Data exporter employees, personnel, contractors and customers, including visitors to Customer’s website. 
 
Categories of data 
The personal data transferred concern the following categories of data (please specify):   
 
Subscribers and Users: Identification and contact data (email, organisation name, backend (Slack, or any provider Chatlio supports) 
auth tokens, backend team id, backend user first/last names); financial information (credit card details, account details, payment 
information); IT information (IP address of user logging in, usage data, browser data, location data)  
 
Visitors (End Users):  IT information (IP address of visitor, usage data, browser data, location data); Identification and contact data 
(backend channel id only if using Gateshare LLC dba Chatlio API to pass in data specific to exporter (email, name, any other data 
exporter passes in via the optional API call, segment anonymous id (if using that optional feature), google analytics id (if using that 
optional feature).  
 
 
Special categories of data (if appropriate) 
The personal data transferred concern the following special categories of data (please specify): 
N/A 
 
Processing operations 
The personal data transferred will be subject to the following basic processing activities (please specify): 
Processing activities as referenced in the Services Agreement 
 
DATA EXPORTER 
 
Name:…………………………………………………………………………………………………………………………………………………. 
 
Authorised Signature ……………………………………………………………………….…………………………………………………. 
 
DATA IMPORTER 
Name: John Eberly  
 
Authorised Signature 



 

 

APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES 

This Appendix forms part of the Clauses and must be completed and signed by the parties. 
Description of the technical and organisational security measures implemented by the data importer in accordance with 
Clauses 4(d) and 5(c) (or document/legislation attached): 

Data importer agrees that it shall take all reasonably necessary steps and security precautions in accordance with commercially 
reasonable industry standards to minimize the risk of unauthorized access to, or sabotage of, the data exporter personal data 
that is provided to data importer.  

Data importer will maintain and keep updated a security policy aligned to industry standards that contains procedures designed 
to protect the security of data exporter personal data in electronic form while under data importer’s possession, custody or 
control that cover the areas below.  

(a) Information Security Policy.  Devise, update and monitor policies that are designed to protect data importer’s 
information systems from loss, damage, unauthorized disclosure or disruption of business, which includes the 
physical and logical protection of information systems including data exporter personal data that is processed or 
transmitted. 

(b) Organization of Information Security. Maintain an information security organization to coordinate the 
implementation of security. 

(c) Asset Management. Maintain procedures to identify, control and maintain the security of data importer assets 
and data exporter personal data. 

(d) Human Resources Security. Develop and implement policies and procedures that determine whether data 
importer personnel and 3rd parties are suitable for their roles and provide appropriate training and information 
so that data importer users and 3rd parties understand their IT Security responsibilities in relation to data 
exporter personal data. 

(e) Physical and Environmental Security. Implement measures which are designed to protect all data importer 
information systems and the data exporter personal data contained thereon with an appropriate level of physical 
security and suitable environmental controls. Provide measures for physical security surrounding information 
and information systems, as well as the supporting infrastructure, e.g. routers, switches, network cabling, end 
user systems, power and environmental systems. We leverage Amazon AWS https://aws.amazon.com/security/ 
for all of our cloud hosting, unless otherwise stated in our subprocessor list (exhibit 2) 

(f) Communications and operations management. Operation of information systems and information processing 
facilities which contain data exporter personal data using appropriate security measures. Maintenance of 
communications network and systems infrastructure including: 

• Change management 
• Third party service delivery management 
• System planning and acceptance 
• Protection against malicious code 
• Backup 
• Network security management including controls including industry standard intrusion detection 

and countermeasures that will detect unauthorized activity prior to entering the firewall 
maintained by data importer; 

• Media handling 
• Exchange of information via mutually agreed methods and appropriate use of encryption 
• Monitoring and audit logging 

(g)  Access Control. Procedures which are designed to restrict access to information systems and data exporter 
personal data, including providing user identification and access controls designed to limit access to data 
exporter personal data to authorized users who require such access to carry out their role. 



 

 

(h) Information Security Incident Management. Develop and maintain procedures which provide an incident 
response plan and program in order to bring needed resources together in an organized manner to deal with and 
resolve an adverse event related to the security of data importer’s computer infrastructure. Such an event may 
be malicious code attack, unauthorized access to systems, unauthorized utilization of services, denial of services, 
general misuse of systems, data leakage, or similar related security events. Procedures shall include a means to 
notify data exporter promptly if any security incident is determined to have caused a security breach involving 
data exporter personal data. 

(i) Business continuity management. Develop and maintain Business Continuity and Disaster Recovery plans 
designed to limit interruption of operations.  Each plan to detail measure to support the restoration of full 
operations as soon as possible after an emergency. The plans will addresses the need for failover capability and 
provision of an alternate recovery site based upon the criticality of the business functions, with input from the 
business owners. Plans will be periodically tested to make the most critical business applications readily available 
in the event of a declared disaster. Backups will be taken offsite to support the recoverability of data importer 
systems in the event of a disaster. 

(j) Compliance. Have in place procedures to ensure that data importer information systems comply with security 
requirements, local laws and regulatory requirements. 

  



 

 

Exhibit 2 

List of Chatlio.com Subprocessors 

 

These Subprocessors set out below provide cloud hosting and storage services, content delivery 
services, assist in providing customer support, as well as incident tracking, response, diagnosis and 
resolution services. 

 

Service/Vendor Purpose Location 

Amazon AWS Cloud hosting USA 

Slack Messaging and data hosting USA 

Pusher Messaging UK 

Sentry Error tracking and diagnostics USA 

Papertrail Logging and alerting USA 

Stripe Payment processing and billing USA 

Helpscout Customer support (email) USA 

Customer.io Lifecycle emails and 
newsletters 

USA 

Segment Analytics forwarder (opt in) USA 

Stackpath Content delivery USA 

Google Email, Drive and Analytics USA 

Amplitude Analytics  USA 

Zapier Integrations (optional add-on) USA 

 

 


